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ABOUT INNOCENCE IN DANGER 

The Innocence in Danger movement was founded in Paris in 1999 by Homayra Sellier to fight child 
sexual abuse. Now a worldwide organization, Innocence in Danger International consists of legally 
independent action groups and offices that allow for country-specific work to protect children and 
teenagers against all forms of sexual abuse. These abuses have been recognized as a public health 
issue in a number of countries. The statistics are all the more troubling as we learn about the 
devastating impacts abuse can have on the mental, physical and psychological health of survivors.  

Innocence in Danger Switzerland was registered in 2003 and aims to build a network of committed 
individuals and professionals working in the fields of politics, business, culture, law, education and 
social work to fight sexual abuse and exploitation.  

Innocence in Danger carries out awareness-raising and training activities to help children, parents 
and educators use social media and the Internet safely. We participate in forums and conferences to 
inform the public, namely health and child protection professionals, about sexual abuse. When 
possible, IID supports victims of sexual violence in finding therapeutic and legal resources through its 
network.   

Since 2003, IID welcomes young survivors of sexual abuse accompanied by a parent or guardian, to 
their resilience retreats in the Swiss Alps. IID works with a team of volunteers and professionals, 
psychologists, music and art therapists, artists, sports teachers and others to organize a summer 
camp for some twenty children. The children take part in a number of stimulating and varied 
workshops such as painting, drawing, engraving, tie-dye, puppet and mask-making, self-defense and 
music. The goal of these retreats is to help build the survivors’ innate resilience by strengthening 
their self-confidence, stimulating their creativity and encouraging exchanges amongst peers.  

Since 2018, IID has launched a research grant to encourage researchers to study and measure the 
physical, psychological and economic impacts of sexual abuse on victims. The results of these studies 
will help reinforce existing measures to prevent violence, to facilitate access to justice and to 
improve the healing of wounds.  

One of our greatest challenges within the context of our mission has been to protect children from 
abuse facilitated by the Internet and digital technology. The difficulty of detection and the ease of 
interaction in a digital society create opportunities for offenders that didn't exist in the past. This 
handbook has been created to address those challenges.  

 

SEXUAL VIOLENCE IS NOT A RARE OCCURRENCE, BUT RATHER A BLIGHT ON PUBLIC 
HEALTH. IT IS NOT ENOUGH TO BE OUTRAGED BY CHILD ABUSE, WE HAVE TO COME 
TOGETHER, DENOUNCE IT AND ACT.  
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FOREWORD 

 

DEAR READERS: WHAT APPEARS ONLINE, REMAINS ONLINE 

 

Digital media is fundamentally changing society. All of us are seeking a positive culture of digital 
conversation. Especially for children and teenagers, digital media, social networks and 
communication platforms present enormous challenges. In addition to many opportunities, they hold 
at least as many risks for girls and boys. 

Digital media enables perpetrators to get into direct and undisturbed contact with children and 
teenagers. Perpetrators use cunning and strategic approaches. How should children and teenagers 
be able to see through such a strategy online? And once they have walked straight into a trap, how 
are they supposed to get themselves out of it? 

Talking about sexual abuse is still a big taboo. Feelings of shame and guilt often keep those affected 
quiet. 

Children and teenagers need people who allow them to experience the joys of the Internet, but also 
guide them and raise their awareness regarding potential risks involved. They need people to explain 
the methods perpetrators use, and how to protect themselves. They need adults who understand 
them, listen to them and can help them safely navigate the digital world. 

This guidebook is designed to provide valuable information to help adults create that conversation. 

Together, we can make a difference and protect children and teenagers – please get involved and 
come on board! 

 

Your team from Innocence in Danger  
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FACTS YOU SHOULD KNOW:  

THE RISKS OF DIGITAL MEDIA IN THE EVERYDAY-LIFE OF CHILDREN AND 
TEENAGERS  

 

One in three Internet users today is a minor. Nearly 30 percent of children between six and nine, 
already 69 percent of 10 to 11 year olds, and 92 percent of 12 to 13 year olds have their own 
smartphone. From the age 14 and up, 98 to 99 percent own a smartphone.1 They are part of the 
“selfie generation”2, and because of their need to be acknowledged, their curiosity and urge to try 
and test things out, and because of their communication behaviour, they often expose themselves to 
risks they do not or cannot recognise as such because of their age. In the course of pervasive self-
expression – “digital exhibitionism” –, children and teenagers also take nude photos of themselves 
and each other. Once such images are sent digitally (so-called sexting), they easily become material 
for paedo-criminal markets. Children and teenagers also face the risk of being blackmailed with such 
images. Even media-savvy children and teenagers are at a loss when they are targeted by adult 
perpetrators acting strategically. These perpetrators can manipulate them skilfully and catch them 
off-guard. This is why children and teenagers need adults they can turn to. 

Never before has the social circle been as extensive as it is today in the age of social networks and 
online gaming. It has never been easier for perpetrators to come into direct and, above all, 
undisturbed contact with children, for example via online gaming, social networks or messenger 
services. Profiles on social networks or in messenger groups also provide them with many insights 
which they use to their advantage. To abuse, perpetrators use all means available. According to the 
data of the MiKADO study on the sexual online contacts between adults and children, we learn that 
each year approximately 728,000 adults in Germany have sexual online contacts with children who 
are strangers to them.3 The study further mentions that once a sexual online contact between an 
adult and a child leads to a meeting in real life, this meeting results in physical sexual child abuse in 
100 percent of cases.4 

Digital media facilitates the shifting of boundaries. Platforms such as Facebook, WhatsApp, Snapchat 
or Instagram not only invite users to engage in self-presentation, they almost prescribe it. For people 
who tend to violate boundaries, selfies (self-taken portrait pictures) present an easy opportunity to 
make hurtful and biting comments. 

Digital media has an impact on the characteristics of relationships. Unfortunately, it also seems to 
encourage violence among peers. Sexting – the digital exchange of intimate or sexual content in text, 

                                                

1 KIM study 2016 and JIM study 2017, Forschungsverbund Südwest  

2 Dr. Sommer study 2016 

3 Projection based on MiKADO and a 2015 online-study by ARD/ZDF  

4 MiKADO (www.mikado-studie.de) 
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image or video – presents a particularly great risk. All too often it leads to an unwanted further 
distribution of nude selfies. “Share-violence” is the term we use for this type of sexual violence. In 
discussions about this form of peer violence both among adolescents and among pedagogically 
trained professionals, roles and blame are often being reversed. “Well, it’s also (kind of) their own 
fault for sharing nude selfies” can be heard time and again. 

It is a fact that in the age of digital media, sexting is a form of sexual behaviour that many people 
engage in, not only adolescents. While attention must be drawn to the risks, the behaviour itself 
should not be judged and or rejected as being immoral. 

 

KEY TERMS 

CYBER GROOMING: manipulation of a girl or a boy via digital media to perform sexual 
acts, either in front of a webcam or later in an offline meeting.  
 
SEXTORTION (sex + extortion): digitally sent intimate images become the perfect means 
for blackmailing – either to demand money or to extort other sexual acts. 
 
SHARE-VIOLENCE: the further distribution of intimate and sexual digital content (text, 
image, video, depiction of the abuse), unwanted by the victim and/or extorted. 
 
LIVESTREAM-ABUSE: perpetrators sign in to a forum and watch/direct abuses being 
committed with children in a remote location via livestream.  
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AT WHAT AGE SHOULD CHILDREN BE ALLOWED TO USE THE 
INTERNET UNSUPERVISED? 

 

Children become interested in digital media at an increasingly young age, simply because they are 
surrounded by so many people using it. It is important to discover the digital world together with 
the child, to guide his or her first steps and to carefully impart knowledge about the safe handling of 
digital media. 

THE OLDER THE CHILDREN ARE, THE MORE IMPORTANT IT IS TO SET COMMON RULES: 

• Which websites is a child allowed to visit, and which are forbidden? What apps does my 
child have? 

• What digital or online games does my child play?  
• How much time is the child allowed to spend in front of the screen?  
• When does the smartphone or tablet need to be turned off? Who is the child making friends 

with online? 

Children of primary-school age should not yet be “surfing the web” on their own. Up to and 
including sixth grade, it is advisable to set clear times to go online, so that parents can align their 
schedule accordingly and can be nearby during this timeframe. 

The better and more intensive the support and mentoring is while children are online, the safer they 
can navigate the web later on. This means that mothers, fathers, guardians and professionals who 
work with children have to deal with and educate themselves about the digital world, so that they 
can provide guidance for children and teenagers and will establish them as someone they can talk to. 

THE AGE AT WHICH A CHILD IS ALLOWED TO USE THE INTERNET UNSUPERVISED DEPENDS 
ON THE CHILD’S INDIVIDUAL MATURITY REGARDING THE SAFE USE OF DIGITAL MEDIA. 

AS USAGE TIME PER DAY, WE SUGGEST A MAXIMUM OF 45 MINUTES FOR CHILDREN OF 
PRIMARY-SCHOOL AGE, AND A MAXIMUM OF 60 MINUTES FOR CHILDREN BETWEEN THE AGES 
OF 11 AND 13. 
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MY CHILD DESPERATELY WANTS A SMARTPHONE. WHAT NOW? 

 

Smartphones are high-performance computers with a vast supply of everything: games, videos, 
images and, of course, educational apps. Children quickly learn how to use them. This often leads to 
the assumption that they are as knowledgeable in life as they are as app users – a dangerous fallacy. 
Web-enabled smartphones change social life instantly. 

Imagine that your child has just learned to ride a bike. Would you send her or him onto a three-lane 
highway with a Ferrari? 

With digital education and concepts such as “Bring Your Own Device” or “Tablets for Everyone”, 
children also come into contact with digital devices at an increasingly early age. At Innocence in 
Danger, we think that girls and boys should not own a smartphone until they are at least 12 years 
old. Even then, it is still a big challenge, and parents should think it through in advance and determine 
what rules they will set for the usage of smartphones. 

One way to agree on common rules together with the child, is a so-called media use plan. The 
American Academy of Pediatrics offers excellent guidelines: HealthyChildren.org/MediaUsePlan 
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SIGNS OF ABUSE IN GIRLS AND BOYS 

Any one of the signs below may have a number of underlying causes, but if you notice 2 or more of 
these symptoms and if the onset is very sudden we recommend that you seek professional guidance.  

• Aversion to or excessive interest in physical contact 
• Rejection of a certain adults and the fear or refusal to be left alone with them 
• Unexplained stomach aches  
• Sleep disorders (night terrors, bed-wetting) or eating disorders (bulimia or anorexia) 
• Problems in school including poor results or indifference 
• Loss of previous interest in extracurricular activities or hobbies 
• Sexually explicit drawings  
• Overly sexual behavior with playmates or toys  
• Compulsive masturbation in very small children 
• Sudden interest in adult genitalia  
• Sudden fear of undressing in public 
• Sudden fear of a specific place  

Not every girl and boy who experiences sexual abuse also shows behavioural problems. Physical 
signs that undoubtedly indicate sexual violence are rare. Nor are there any specific changes in 
behaviour indicating that a child is being sexually abused. However, abuse causes some or all of the 
emotions below in victims:   

 
• Affected girls and boys are confused about how two-faced the perpetrator behaves. 
• They are scared and feel ashamed. 
• They feel guilty and responsible. 
• They feel lonely, powerless, and let down by the world around them.  
• They suffer a severe loss of confidence. 

 

All these confusing and exhausting feelings make it hard for affected girls and boys to communicate. 

If a child suddenly or gradually behaves differently than usual for inexplicable reasons – for example, 
withdraws, acts aggressively, no longer enjoys his or her hobbies – then that is a sign that the child is 
in distress, feels depressed and weighed down by something. A number of reasons could cause this 
change in behaviour, such as the developmental phase of defiance, puberty, separation, or suffering 
violence and abuse. To find out what’s going on, adults need to take the time to get a conversation 
started with the child or teenager. 

Affected children often drop subtle hints. They suddenly don’t feel like exercising any more, don’t 
want to play on the smartphone or visit the neighbours. 

If these needs are ignored, girls and boys often lose the courage to confide in others. But if they are 
asked more detailed questions, they might be able to open up. 

Subtle hints and changes in behaviour are something like a symbolic language children and teenagers 
use with adults. These signs need to be noticed and correctly interpreted if we are to act to protect 
our children. 
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HELP FOR VICTIMS OF SEXUAL ABUSE  

Those affected need adults who believe that sexual abuse actually occurred. When adults 
show that they are interested, open-minded and ready to talk, children and teenagers find it easier 
to reveal their burdens and secrets. 

Those affected need adults who understand. One thing they should understand is that digital 
communication and relationships quickly lead to disclosing a lot of intimate information which makes 
the child very vulnerable. It is also important to understand that certain behaviour patterns that are 
often incomprehensible or even disruptive to adults, can be a child’s strategy to defend himself or 
herself against abuse. For example, if a child stops washing or showering, they might be hoping that 
the perpetrator will leave them alone. The child’s family or close social circle might react with 
displeasure or exasperation to this change. Such a response can even encourage the defensive 
behaviour—because the child is secretly hoping that a caring adult will become aware and put an end 
to the abuse. Above all, it is important to understand the major conflict of those affected, especially 
if the abuser is someone familiar and close to them. They want to end the abuse, but they definitely 
don’t want to lose the perpetrator. They often are attached and cling to the perpetrator’s “good” 
side, which is the side they want to keep and not harm. 

Those affected need adults who can remain calm. Before intervening too quickly, adults 
should get help themselves. It is not easy to accept that sexual abuse is happening in one’s close 
circle, or to comprehend the complex dynamics. A consultation in a counselling centre provides the 
opportunity to sort out all the impressions and feelings, to calm down, and plan steps to stop the 
abuse. 

Those affected need adults who do not close their eyes but who look closely and 
intervene. It is not uncommon for children and teenagers to become victims of sexual assault by 
other children and teenagers. Adults need to take this behaviour seriously and set clear boundaries 
for molesting or harassing girls and boys. The children and teenagers who themselves violate 
boundaries also need help. 

Those affected need adults who can talk to them about their experiences with digital 
media and step in, if necessary. More and more frequently, children and teenagers use digital 
media to sexually harass or expose and embarrass others. 

Those affected need aftercare. Not all affected children and teenagers need immediate 
therapeutic support, they might not even need it at all. The impact and aftermath for those affected 
depend, among other things, on: 

o how long the sexual abuse continued 
o the relationship between the abusive person and the child; how severe the actions were, 

and how severely they were experienced 
o how gentle to the victim the disclosure was  
o how supportively the victim’s close ones reacted. 

However, should the feeling of powerlessness from the abuse return later (during puberty, for 
example), those affected may need therapeutic help. 



 

 12 

Once the abuse is stopped, in addition to sensitive support and the opportunity to talk about the 
experience, the affected girls and boys need adults who recognise when it is time to allow everyday 
life to return. To reduce girls and boys solely to victims weakens and hinders their further 
development. The goal must be to treat the injury in such a way that it will heal well, and, if possible, 
only small scars will remain. The abuse is part of someone’s personal life story, but by far not the 
only part that makes life meaningful. 

If the abuse leads to a trial in court, special support for the proceedings is desirable, such as socio-
pedagogical assistance and support throughout the trial and prosecution.  
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SERVICES OF VARIOUS INSTITUTIONS AND PLACES TO GO 

Parents, relatives, educational staff, teachers and those affected need places to go that 
can help them cope with their situation. It is important to organize and, together with 
professionals, consider a plan of action that would best benefit the child or teenager. 
The treatment plan includes the necessary and reasonable involvement of parents or 
confidants. 

EXPERT COUNSELLING CENTRE 

In an expert counselling centre, professionals can offer support to families/children and teenagers in 
the coping process after an incident and advise on treatment and care. An overview of counselling 
centres, places to go and institutions in Switzerland can be found by following this link: 

http://www.centrelavi-ge.ch/index.php?q=adresses_utiles 

CHILD PROTECTIVE SERVICES & YOUTH WELFARE OFFICES 

Children and teenagers who experience abuse within the family need social workers who honour 
their duty – which is to protect children. These contact persons must be familiar with the dynamics 
of sexual abuse and able to dedicate the necessary time and attention to these cases. 

CRIMINAL PROSECUTION 

Once it has been decided to press charges, those affected and their immediate family need assistance 
in the subsequent steps. They rely on well-trained police officers. Counselling centres often offer 
support throughout proceedings and trials, which should not be handled by the assigned case adviser 
or therapist, but by an additional person. 

GETTING CONNECTED 

It is important that all authorities and offices involved are in contact with each other and exchange 
information to optimally protect affected children. These include: child protective services & youth 
welfare offices/public prosecutor’s office/court, counselling centre, medical care/child and adolescent 
psychiatry, nursery school/school, therapists with private practice etc. 

PLATFORM OPERATORS 

When sexualised violence occurs on digital platforms (social networks, gaming platforms, 
messengers), operators are required to delete content or to block users. 
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VICTIMS AND PERPETRATORS 

Children are innately trusting and enjoy confiding. They need love, affection and 
tenderness for their development. Open-minded and carefree, they look forward to life 
and to contact with other people. In order to grow as a person, their needs for trust 
and confidence must be met, and their expectations for safety and protection must not 
be disappointed. 

BETRAYING THEIR TRUST 

Perpetrators take advantage of this childlike trust and confidence to perform sexual acts on or in 
front of children or convince them to perform such acts on themselves. Sexual abuse is about more 
than sexual desire; it is motivated by the perpetrator's need to dominate and control, making 
children, who are naturally trusting, particularly vulnerable. 

Perpetrators often use a direct digital connection to their victims. They search online 
for victims or use digital media to intensify already existing contact. First, they build 
trust, then they turn to blackmail, frequently circulating sexting images or even 
depictions of the abuse. 

EDUCATION 

Children and teenagers should be informed and educated about sexual violence and sexual abuse in 
an age-appropriate form. In any case, they should learn to name all their body parts – including 
genitalia and personal boundaries regarding genitalia. 

For young children, it may be enough to tell them that there are adults who kiss children against 
their will, hug them even though they don’t like it, or want to touch their vagina or penis. Then the 
children are allowed to say NO, run away and get help – regardless of who is trying to do so.  

The information can be more detailed the older the children get. Today, suitable prevention 
materials exist for every age group. Self-assertion training or participation in plays support 
prevention work.  

It is important that any education or prevention work is not a one-time event. Children learn 
through repetition – not only cognitively, but also and foremost through emotional experience.  

In addition to the topics of sexual abuse, education should be focused on strengthening personality 
and character, as well as naming possible courses of action, including contact points and places to go. 

Important to remember: prevention work that only causes fear is not serving its 
purpose. 
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WHAT IS PAEDOPHILIA? 

The “International Statistical Classification of Diseases and Related Health Problems” (ICD-10), 
published by the World Health Organisation (WHO), classifies paedophilia as a “sexual preference 
disorder” and describes it as sexual attraction to prepubescent children.  

Some paedophile men manage to control their sexual impulses for their entire life and never abuse 
anyone. Thus, a paedophilia or hebephilia diagnosis (the sexual attraction to pubescent children) 
cannot necessarily be equated to sexual child abuse or sexual exploitation through child 
pornography. Nevertheless, a paedophile disposition usually means that the desire to consume child 
pornography and to have sexual contact with minors must be controlled for their entire life.  

It is important to note that not every paedophile necessarily abuses children and, above all, far from 
all male abusers or sex offenders are paedophile. About 60 percent of men who are imprisoned for 
sexually assaulting children cannot be diagnosed with paedophilia. In these cases, the offences are 
committed as “substitute acts”.  

Current statistics indicate that the percentage of paedophile women seems to be extremely small. 
However, abuse by women is still a major taboo and as of yet, there exist studies focused specifically 
on women who cross or violate boundaries.  

 

WOMEN AS PERPETRATORS 

The vast majority of known cases of sexual abuse are committed by men. But women also abuse 
children and teenagers. According to the MiKADO study, online perpetrators are well educated, 
rather young, sexually interested in adolescents, and predominantly male. However, this study also 
revealed that about 25 percent of online perpetrators are women. 

Women are equally strategic in their approach to sexual abuse, and their actions are just as serious 
and harmful. Because research on this issue is only just beginning, we still have much to learn about 
women as perpetrators.  

For girls, abuse by women is even less communicable than abuse by men. Because this is treated as 
an even bigger taboo in society, those affected are afraid that THIS won’t be believed at all.   

In counselling situations, if the perpetrator was a woman, the child will often at first keep this a 
secret from the counsellor to test the viability of their relationship.  

Boys abused by women frequently reinterpret the sexual violence inflicted on them as “being 
introduced to love”. They later brag that they had already slept with an adult woman as a 10-year-
old. This is easier for them to admit than to acknowledge that they have been sexually exploited.  

Abuse by women must no longer be disregarded. We are all called upon to raise awareness and give 
victims the opportunity to come forward and communicate. 
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THE STRATEGIES OF PERPETRATORS  

 

CHOOSING THE VICTIM 

Sexual abuse is a planned act. People who abuse children determine in advance which girls and boys 
could be suitable victims. They are deliberately looking for children they can easily contact, for 
children who often feel lonely, for example, who don’t feel valued enough, or who have a difficult 
relationship with their parents.  

MAKING CONTACT 

One strategy perpetrators use to come into contact with children is visiting child-oriented places, 
such as swimming pools, or joining online games. Sports clubs or other places in which children and 
teenagers spend their leisure time – including online – are also an option. Besides engaging in 
voluntary activities, perpetrators consciously seek out professional fields in which they work with 
children: in schools, nursery schools or sports clubs. 

Some perpetrators specifically are on the lookout for single mothers; developing a relationship with 
the mother later provides them with the opportunity to abuse her child.  

Digital technology and the Internet also provide ideal opportunities to get in touch directly with girls 
and boys.  

(CYBER) GROOMING 

Once the perpetrator has approached and established contact with a child or teenager, he or she 
gradually intensifies the relationship. In doing so, the perpetrators usually take their time, because 
the goal is to entangle the child in an emotional bond that is important to the child. Here, a 
smartphone becomes the ultimate instrument, because with a smartphone, the perpetrator is able to 
always and directly reach the child. 

Perpetrators make a close study of the children they intend to exploit; they become familiar with 
the child's likes and dislikes, their worries, secrets and dreams.  At the same time, they repeatedly 
cross sexual boundaries as a sort of test ritual, which is generally difficult to recognise as such. For 
example, a trainer randomly touches the child’s vagina or penis in the locker room. Or in grandpa’s 
flat, it appears to be perfectly natural that magazines with pornographic images are lying around. A 
teacher makes sexist comments as “qualitative evaluations” about a student, a neighbour disguises 
the crossing of boundaries as body care (“let me see if you towelled yourself properly”). In online 
chats, sexual topics are addressed in passing, and nude pictures or even porn are sent.  

Perpetrators pay close attention to how their potential victims respond to these test rituals. If 
children or teenagers become upset and react with disgust, if they resist or simply click the 
perpetrator away, they are likely unsuitable as victims. The perpetrators usually leave them alone 
and move on; although they have invested time and effort, the chances of being found out are too 
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great. If a girl or boy reacts shyly or passively to the test rituals or tries to ignore them, then that’s a 
signal for the perpetrator to further intensify the relationship with the victim.  

CLOUDING THE PERCEPTION OF THE CHILD’S CLOSE CIRCLE 

Perpetrators have to make sure that the people their victims confide in do not believe the children. 
That is why it is important for them to make a good impression, so that no suspicion will arise in the 
first place.  

They present themselves as a helpful neighbour, for example. They act attentive, interested, and 
perhaps make small presents. Perpetrators who work with children often have a reputation for 
being especially committed to advocating for children and teenagers, and often do not even need to 
curry favour with parents. 

Once perpetrators have established a good reputation, they have achieved an important preliminary 
goal: they have made it almost impossible for the child to confide in adults close to him or her, as 
the child assumes that the adult will believe the respected person more than him or her. 

MANIPULATING THE VICTIM 

Next, perpetrators intensify the relationship with their victims and often try to isolate them from 
others. They are increasingly attentive to the child's emotional needs; they give gifts to the girls and 
boys, make them feel important and special. Children usually enjoy this extra attention, recognition 
and interest. And this is exactly what perpetrators use to entangle them more and more in an 
almost inextricable relationship.  

Perpetrators are masters at creating a bond that is important to the child/teenager. Simultaneously, 
they increase the frequency of sexual assaults. In the beginning, sexual exploitation is often disguised 
as caring behaviour or play. Perpetrators often pretend that sexual assault is an expression of 
affection, of concern for the physical development of the child, or of education. They often integrate 
sexual exploitation into common daily activities. 

 

 

 

 

 

 

 

 

 

TIPS FOR CHILDREN AND TEENAGERS  

Be wary when ... 

• someone conspicuously cares about your worries or pays you exaggerated 
compliments.  

• someone mainly wants to talk about your looks or body.  
• someone talks about sex, tells you sexual things about themselves or asks 

about your sexual experiences, even if you don’t want to talk about these 
topics…  

• someone makes you an offer that just sounds too good, such as promising 
you a part in a movie or a photo casting/shoot. 

• someone wants to turn you against your parents or other people. 

“If something sounds too good to be true, it very likely is really too good to be 
true” and it also applies online. 
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IGNORING THE VICTIM’S RESISTANCE 

Children intuitively notice when something is unnatural or strange in their play. But perpetrators 
take advantage of their status and power as adults to reassure their victims that everything is fine 
and normal. Girls and boys distinctly feel the difference between tender affection and violations of 
sexual boundaries. But they do not want to lose the affection. This makes it even more difficult for 
children to actively resist abusive advances. They awkwardly giggle “no", or a child’s body goes stiff, 
or the child turns his or her head away. Perpetrators recognise these signs but ignore them. 

TALKING IS FORBIDDEN 

The escalating abuse is made out to be a shared secret by the perpetrators, who thereby encourage 
girls and boys to participate actively. Children must swear to keep quiet about acts the perpetrator 
may define as games or mischief. Young children often blurt out the truth, but the people around 
them do not take it seriously or do not apprehend what is seemingly unbelievable. After a while, the 
victims usually defer to the ordered silence, they are ashamed and feel it is better to keep their 
mouths shut.  

SILENCING THE VICTIM 

When the resistance of girls and boys grows, perpetrators often make use of more severe methods 
to silence the victim. This includes persuading the victim to become an active participant, 
declarations of love and attempts to arouse compassion and sympathy, threats, blackmail and even 
striking or beating the victim. Most of the time, the victim is first reminded of his or her own 
behaviour; “You went along with it”, “You enjoyed it, too”, “If you had just explicitly said NO, then I 
would have stopped immediately." Another variation is, “If others knew what you have done with 
me..,” or “I’m only doing this because I love you so much.” 

A perpetrator often threatens: “If you talk about it, your mum is going to fall ill…, nobody is going 
to believe you anyway..., nobody is going to love you anymore..., we both will be sent to jail..., you 
will be sent to the children’s home ..., you will destroy the family ..., your pet will die….”  

The abuser's dominance ensures that the child often believes such threats. In cases where the 
perpetrator is uncertain whether the child will comply, he might have to resort to actually killing the 
pet, or striking the child to enforce silence.  

If the abuse occurs in a religious context, perpetrators cite God, a divine being or divine will as 
justification for the abuse: for example, that might say that the Lord has ordered that this child must 
be punished for his or her sins, or that God will no longer care for the victim if he or she talks about 
it. 

If perpetrators initiated the abuse through digital media, they frequently use those same sexually 
charged chats or selfies to emotionally blackmail the girls and boys. “If you don’t get in touch any 
more, I unfortunately have to send all these nude selfies to your class," or “What are they going to 
think if they read how ‘dirty’ you have chatted with me?” This sort of abusive manipulation is 
another brick in a wall of silence.  
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GIRLS AND BOYS WHOSE SEXUAL ABUSE WAS PHOTOGRAPHED OR FILMED AND 
CIRCULATED 

Because the nature of digital technology allows the video or images of the abuse to be circulated 
continuously, when this happens, the victim's sense of degradation and humiliation becomes an 
endless nightmare. Even into adulthood, those affected continue to live in the legitimate fear that the 
video and images are still accessible, and someone might recognise them.  

There is no recall for data once it has been posted online. There is no way to control on which 
devices or where in the world the data can be copied or downloaded. Even when the abuse itself 
stops, for the rest of their lives, victims must live with the knowledge that images of the violence 
they suffered is available on the Internet and will continue to be distributed and consumed by 
perpetrators. 

The nature of digital technology changes the very nature of relationships, enabling a level of violence 
among peers, both adolescents and adults, that never existed before. The percentage of children and 
teenagers who actively behave in an invasive, abusive or violent manner through digital channels is 
also increasing. The digital distribution of malicious, defamatory or intimate content with the intent 
to harm develops its own powerful digital dynamics that we absolutely must address and react to in 
order to protect children and hinder perpetrators.5 

 

SEXTING – MAKING IT EASY FOR PERPETRATORS 

TIPS FOR PARENTS AND CAREGIVERS 

Intimate content, such as sexting—sexual language or images transmitted via text, often spreads 
quickly online. The images can turn into a dream-come-true for paedo-criminals, and into an 
absolute nightmare for those affected. Education about these dangers among adolescents is urgently 
needed. 

When sexually charged images have already been sent, reprimanding the child does not help. Keep 
calm. Don’t condemn the content itself, but focus on what happened to it, namely the distribution by 
others. Try to find out what the motivation behind sending the intimate image was. Was your 
daughter/son put under pressure? First listen; then take steps to curb or prevent the possible 
distribution of the images or videos. 

FIRST STEPS 

If you find objectionable, offensive or degrading content about your child online, immediately notify 
the operators of the respective site, platform, or app. If the content in question contains semi-nude 
or nude photos, it is very likely that the terms and conditions of the respective site or platform have 
been violated. The operator is then under obligation to delete the content.  

                                                

5 Cf. “Speak!” study 2017, p. 12 
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Alternatively, you can contact the person who first shared the image or cruel message and tell them 
that you will take legal measures6. A warning is sometimes enough. However, avoid getting into 
disputes with other parents. They are usually very upsetting and rarely successful.  

PLAN B: BURY THE CONTENT 

Unfortunately, in many cases damaging or sexual content cannot be removed from the Web. This 
applies, for example, to sites or platforms that have their headquarters abroad. In this case, you can 
only try to hide objectionable content as best you can.  

One way to address this issue is to create new, positive content and use Search Engine Optimization 
(SEO) strategies to highlight positive information about the victim while burying the negative. 
Although it is very difficult to control information, especially images, once they have been published 
online, there are steps you can take to rebuild a positive online persona if your child has been the 
victim of malicious online sharing. For example, you or your child can register a new, publicly visible 
account on a social network platform. If you use this account to regularly comment on new 
messages, write a short blog, or post on forums, these more recent posts will gradually push 
negative content further down in the list of online search results.  

WHAT CAN I DO IF I SUSPECT SEXUAL ABUSE? 

If you suspect sexual abuse, you will need to take control of the situation and take appropriate steps 
to protect the child or teenager. 

KEEP CALM 

The suspicion of sexual abuse causes confusing and often conflicting feelings. First of all, you need to 
keep calm and get professional support. 

PERCEPTION OF THE CHILD/TEENAGER 

Not all affected children and teenagers show behavioural problems, and physical signs are rarely 
found. That is why attention must be paid if there are clear behavioural indicators. It is important to 
recognise that these behaviours are the child’s/teenager’s symbolic language, a non-verbal way of 
communicating what is happening to them. 

STRENGTHEN THE CONTACT WITH THE CHILD/TEENAGER 

Be open-minded, interested and willing to talk. The more you allow the child/teenager to express his 
or her own personal opinion and assessment of the situation, the easier it is for him or her to 
confide.  

                                                

6 Helpful information regarding laws can be found here: Prévention Suisse de la Criminalité 
(https://www.skppsc.ch) 
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WRITE DOWN OBSERVATIONS 

It is often helpful to write down key observations regarding behavioural changes. For one, this helps 
to sort through your own questions regarding how these changes should be interpreted, and 
second, it serves as documentation, which might be necessary later on. This includes writing down 
all physical, psychological, social, and family-related conditions and circumstances, particularly any 
changes in these conditions. 

COMMUNICATE WITH OTHERS 

If you are worried about your child, talk to other caregivers, but do not bring up the suspicion of 
abuse immediately. Exchange observations regarding possible changes. Above all, seek out 
professional support.  

ALSO THINK OF YOURSELF AND YOUR OWN LIMITS 

Be aware of your own situation, strength, and personal limits. Nobody is expected to solve a 
problem like this on their own!  

Also keep in mind: it is possible that the sexual abuse is happening exclusively through 
digital media, when perpetrators perform sexual acts alone in front of a webcam, for 
example. 
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WHAT CAN I DO IF A GIRL OR BOY CONFIDES IN ME? 

If a girl or boy hints at or tells you about a sexual abuse, the following tips can be 
helpful:  

KEEP CALM AND REACT IN A MATTER-OF-FACT MANNER 

The girl or boy affected now needs someone who listens calmly. Affected children and teenagers are 
overwhelmed by reactions such as helplessness, shock and panic, and when faced with reactions like 
that, tend to retract their statements.  

TAKE THE GIRL/BOY SERIOUSLY 

Generally, children and teenagers tend to downplay their reports of an abuse – or they keep the 
experience a secret altogether to protect the perpetrator and/or the trusted attachment figure. If 
the child’s experiences are minimized or dismissed with comments such as “that’s not so bad” or 
“you’ll forget it quickly enough,” these comments only support what the perpetrator is telling the 
child.  

AVOID PROBING QUESTIONS 

Repeated questions signal to the child that perhaps their statements are being doubted. Leave it up 
to the girl or boy what she or he wants to tell and when. You usually don’t need to say much. It is 
important that you are there for the girl/boy and get that across. Decide on a course of action with 
the person affected.  

ACCEPT THE FEELINGS OF THE PERSON AFFECTED 

Affected children have the right to still love the perpetrator, in spite of everything. This will be 
difficult for the caring parent to accept and may require counselling and support for the adult. 

DON’T REPROACH THE CHILD AND, ABOVE ALL, NEVER PUT THE BLAME ON HER 
OR HIM 

Explicitly tell the girl or boy that he or she is not to blame. The responsibility is always borne by the 
perpetrator. Do not reproach the child or teenager, even if he or she only confides in you some 
time after it happened. Instead, praise the girl or boy for their courage in coming come forward and 
talking now. This is especially true when girls and boys have sent images or videos of themselves 
digitally, and you may have read highly sexualised chat conversations. These are the results of being 
manipulated by the perpetrator, and not evidence of complicity!  

THE CHILD IS NOT ALONE 

Tell the child that what happened to him or her also happened to other children. That breaking out 
of such entanglements and seeking help is difficult. Repeatedly praise the child’s courage and 
strength.  
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SHOW THAT YOU ARE TRUSTWORTHY 

Do not make hasty promises you cannot keep. Do not prompt false hopes.  

GET HELP 

In any case, seek help in a counselling centre to sort out your feelings and thoughts, and to plan 
further steps to protect the girl/boy. 

 

SEXTING 

As stated before, it's important to avoid condemning the 
content itself and instead focus on the circumstances (if the 
child was pressured by peers) and the circulation. The first 
step is to contact the person who first shared the image or 
cruel message and threaten legal action if they continue to 
circulate the content.  

If the malicious comments regarding the intimate images and 
their distribution occurs mainly or partially in school, the 
school should be involved; they should provide guidance or refer you to professional help. 

If there is an imminent danger in the form of coercion, distribution of images, intimidation, blackmail, 
or threat (of sexual violence), it is important to get the authorities involved. 

WHAT CAN I DO IF MY CHILD IS INVOLVED IN THE DISTRIBUTION OF SEXTING 
IMAGES OR VIDEOS OF OTHERS (SHARE-VIOLENCE)? 

• Point out the possible criminal liability of such actions and encourage the child to repair the 
damage and make amends. 

• In the case of sexting: Ask precisely which picture ended up where and when? How can the 
images be deleted? 

• Firmly and convincingly urge the girl/boy to immediately delete all images that they have 
distributed or received from others.  

• If your child has been involved in ostracising, violence and cyberbullying of another child: 
Make sure that the he or she apologies to the affected girl or boy and stops engaging in this 
form of violence.  

• Encourage him or her to make amends and also ask other parents to do the same.  
• Guide and support the child closely in all these steps. Girls and boys must learn to assume 

responsibility for their actions. In doing so, they need caring, attentive and straight-forward 
adults to support them.  
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HOW CAN PARENTS, CAREGIVERS AND EDUCATIONAL STAFF 
SUPPORT AFFECTED CHILDREN? 

Even when the sexual abuse has stopped, the suffering is not over. Affected girls and boys usually 
have to cope with the consequences of the experiences for a long time. Still, if their social circle 
believes, protects and supports them in their healing process, they have a good chance of working 
through and processing what they experienced.  

SUPPORT THE CHILD IN COPING WITH THEIR EXTREME FEELINGS 

Affected children and adolescents need a safe space in which they can let out the feelings they 
experienced in the abuse situation but weren’t allowed to express. Such a reactivation of feelings is a 
painful process. Those close to the abused child find it very painful when their child cannot stop 
crying, or suffers from panic attacks at night. But it is important to realise that going through all the 
pain is the path to healing. This realisation will help you find the strength to support the girl or boy 
on this path.  

After having experienced sexual violence, children often regress in their development. Suddenly they 
may no longer be able to sleep alone in the room or ride a bike; they may no longer want to visit 
their friends or attend nursery school. 

ACCEPT THE CHILD’S MISTRUST  

For adults who care for them, it is difficult to comprehend when the abused child goes back and 
forth between affectionately drawing near and aggressively turning away. For example, the child may 
not wish to be touched for a while. Their trust in anyone was undermined by the abuse. With their 
changing behaviour, children and teenagers test if the attachment figure is really trustworthy. 
Sometimes it takes months until the relationship is again viable for the children. 

SET LIMITS AND DEFINE BOUNDARIES FOR THE CHILD 

Sexually abused children have experienced their own boundaries being violated by the perpetrator. 
They often express this by overstepping the boundaries of others. They tyrannise and bully a family 
member, for example, or act up in extreme ways to occupy centre stage in nursery school.  

Clear limits must be set to curb such behaviour after experiencing sexual violence, without 
condemning the child personally. 

Adults who are unable to set limits and boundaries for children are perceived as weak by affected 
girls and boys. They don’t provide the reliability and strength for them that is necessary in order to 
help them cope with the experienced violence.  

GET HELP FOR YOURSELF 

This is an extremely difficult and painful time for relatives of affected girls and boys as well. They 
have to cope with the breach of their trust by a perpetrator they know. And the oftentimes 
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demanding and challenging behaviour of the victim requires a level of commitment from them that is 
extremely hard to provide.  

Nevertheless, a positive relationship between the child and parent is a substantial support in the 
healing process. Parents therefore need information on how they can help their child cope by 
offering understanding, sympathy and the necessary clarity. In addition, it is advisable to determine in 
a counselling centre whether therapeutic help for the affected child is appropriate, and how the 
parents or relatives can receive support through counselling. 

 

THE CIRCULATION OF DEPICTIONS OF ABUSE  

WHAT APPEARS ONLINE, REMAINS ONLINE 

The Internet and digital media have made it incredibly easy to spread and circulate depictions of 
abuse, commonly referred to as child pornography. There are 1.3 billion active websites, 2.1 billion 
active Facebook members worldwide (?), and in 2017, there were about 31 million users in 
Germany, 2.3 billion smartphone owners worldwide, and 3.7 billion Internet users. In 2014, 1.2 
billion pictures were distributed daily via social networks and messenger services. 

This flood of data and images provides an ideal hiding place for illegal websites or so-called file 
sharing networks – data sharing and exchange platforms – with shocking criminal content, such as 
livestream depictions of abuse and child trafficking. Smartphones and webcams make photography 
and video-recording easy, and the distribution is immediate. Restrictions imposed by governments 
or implemented by technology companies and service providers are either unenforced or 
inadequate, and online child sexual abuse is growing at an alarming rate.  

It is important to remember that every depiction of abuse is a result of actual, real abuse. The 
further (commercial) use is sexual exploitation. With every click, those affected are being abused 
once more.  

Digital technology provides perpetrators with an anonymous and relatively inexpensive access to 
countless images of abuse from around the world, which are accessible from any place at any time. 
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ADDITIONAL INFORMATION FOR PEDAGOGICAL STAFF AND 
TEACHERS: 

 

COMMUNICATE WITH OTHERS 

If your job involves dealing with a possibly affected child, talk to colleagues about potential 
behavioural changes of the child or teenager.  

INFORM THE ADMINISTRATION 

Discuss your suspicion with the competent administration or management and, if applicable, with the 
competent professional advice and counselling centre of the institution’s responsible body.  

CLARIFY YOUR SUSPICIONS WITH THE HELP OF A COUNSELLING CENTRE 

It is important to bear in mind that behavioural problems can be explained by various reasons, and 
sexual abuse is one of them. It is therefore important not to jump to conclusions too early, but also 
not to trivialise the signs.  

TAKE FURTHER ACTION 

It is important to plan the next steps in consultation with the counselling centre and the 
administration. 

• Who keeps in touch with the child/teenager?  
• Who, if necessary, reaches out to the parents?  
• Who, if necessary, contacts the competent child protective services & youth welfare offices?  
• What is the situation regarding the possibility of bringing a criminal charge? It is important to 

know that you are not obligated to bring a criminal charge. 
 

LEGISLATION 

If there is sexual abuse or if pornographic images of a child are being distributed, then take action!  

If the abuse occurs on the internet, criminal charges must be filed quickly, because connection data 
can only be accessed by the police for a short period.  

As soon as you report the offence to a police station or the public prosecutor’s office, they are 
obligated to start legal proceedings.  

There is cause for filing a criminal charge when: 

• a child or teenager is being threatened or blackmailed, 
• someone sent pornographic images to the child,  
• sexual pictures of the child or teenager are being distributed, 
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• someone urges the child or teenager to perform sexual acts or asks him or her to take 
pornographic pictures of himself or herself and then transmit or email them. 

 

LEGAL FRAMEWORK 

Here is a selection of the most important articles in the Swiss penal code concerning sexual 

violence.7 

 
ART. 187 CP : CHILD ABUSE 

In Switzerland, the age of sexual majority is 16 years old. If there is an age gap of more than three 

years between two participants and one of the participants is younger than 16 years old, the elder is 

punishable by law. The definition of a sexual act is broad. Even kissing with the tongue constitutes a 

form of sexual aggression if the age difference is greater than that allowed by law. 

 
ART. 188 CP : SEXUAL ACTS WITH A DEPENDANT PERSON 

A sexual act performed with a minor between the age of 16 and 18 is punishable if there is a 

relationship of dependence between the participants. In this case the age is not the determining 

factor but rather the relationship of dependence. This dependence might stem from an educational, 

trust or work relationship or from ties of dependence resulting from sports, cultural or religious 

activities (trainer, coach, chef, etc.). 

 
ART. 189 CP : SEXUAL COERCION 

A perpetrator is punishable if he/she has coerced a child, woman or man to suffer a sexual act by 

threat or violence, by exerting psychological pressures or by rendering the victim unable to resist.  

 
ART. 190 CP : RAPE 

 

According to article 190 CP, rape has occurred once there has been vaginal penetration no matter 

the age of the victim. In addition, the author will commit the act by threat or violence, by exerting 

psychological pressures or by rendering the victim unable to resist. 

 
ART. 191 CP : ACTES D’ORDRE SEXUEL COMMIS SUR UNE PERSONNE INCAPABLE DE 
DISCERNEMENT OU DE RÉSISTANCE 

The difference between a sexual act committed on a person incapable of consent or resistance and 

the acts of sexual coercion or rape rests with the fact that the victim is already incapable of resisting 

when the act is performed. This incapacity is specified in Article 191 CP and might be permanent (in 

                                                

7 Prévention Suisse de la Criminalité (https://www.skppsc.ch) 
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the case of a mental illness) or temporary (as in the case of a person who is inebriated or 

unconscious). 

 
ART. 198 CP : OFFENCES AGAINST SEXUAL INTEGRITY. HARM CAUSED BY 
EXPOSURE TO A SEXUAL ACT 

Sexual harassment is aimed at persons who do not expect to be subjected to a sexual act. 

Harassment can be physical (unwanted touching of secondary sexual attributes) or verbal (vulgar or 

inappropriate expressions, remarks about the body or sexual habits of the victim). Contrary to 

other sexual offences, sexual harassment is only prosecuted if the victim files a criminal complaint.  

 

FEDERAL LAW FOR VICTIMS OF INFRACTIONS (LAVI) 

WHAT HELP IS AVAILABLE TO VICTIMS?  
 

In the framework of the LAVI8, one can on a case by case basis benefit from: 

• Free emergency assistance which might include: emergency shelter, crisis intervention 
by a psychotherapist, a first legal consultation with a lawyer, temporary lodging, preventative 
security measures.  

• Information and advice on next steps : for example, filing a complaint, medical 
consultations, therapeutic support, etc. 

• Support, referrals and support in all steps to be taken  
• The possibility under conditions of confidentiality 
• In certain circumstances, financial assistance could be available from the cantonal 

authorities 

More information can be found at your local LAVI office: (http://www.centrelavi-
ge.ch/index.php?q=adresses_utiles) 

 

  

                                                

8 https://www.admin.ch/opc/fr/classified-compilation/20041159/index.html 
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